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IIamaTka mo Kn6epoe30macHoOCTH

ITAMATKA 110 KUBEPBE3OITACHOCTHU I'PAZKIAH (ITPU UCITOJIb30OBAHNU
CETU UHTEPHET, 9JIEKTPOHHBIX BAHKOBCKUX KAPT U T./I.)

Ceronnst IHTEpHET-TEXHOJIOTMY, IIATHYB AAJIEKO BIIEPE, IIMPOKO UCIIONB3YIOTCS B IOBCEJHEBHOM
KU3HU. B OCHOBHOM, 3TO KacaeTcs MpeCcTaBUTeNel MOAPACTAIOLIETO MOKOJIEHHS], HO ceivac C 3TUM
MPUXOJIUTCS CTAIKUBATHCS U B3POCIIOMY HACEJIEHUIO, ITPECTapesibiM rpaxaaHnaM. Mexay Tem,
MOMHMO OI'POMHOT'O KOJIMUECTBA MOJIE3HBIX BOZMOKHOCTEH, ceTh MIHTepHeT HeceT B cede U
OMNpeJesIEHHYIO OMACHOCTb.

B cBszu ¢ 9THUM, HCMAJIOBA)KHBIM ABJIACTCA IPEAYIIPEANUTD I0JIb30BaTeN el IJ100aJIbHOM CeTH
I/IHTCPHGT 0 TOM, KaKyI0 MMEHHO OIIACHOCTb MOXKET HECTU «BCEMUPHAA IMMayTHUHa» U KaKUe ,HeI/UICTBI/IH
HYXKHO IIPpEAITIPUHUMATD, YTOOBI O6H_ICHI/IC C I/IHTepHCTOM OCTaBMJIO TOJIBKO ITOJIOKHUTEJIBHBIEC SMOILU.

[ToMuMoO TOro, 4TO CYIIECTBYIOT pa3Ju4Hble KOMIbIOTEPHbIE BUPYChl U BPEIOHOCHBIE ITPOIPAMMBI,
KOTOpBIe HEOOXOAUMO OJIOKMPOBATh AHTUBUPYCHBIMH ITPOTpaMMaMH, BaKHO IIOMHUTB U O
COOJIOJIEHNH Psila OCHOBHBIX MpaBuiI padoThl B ceTy MIHTEpHET U, B YaCTHOCTH, B COLTUATBHBIX CETSIX.
BaxHo 3HaTh, 4TO MH(MOPMAIIUS, pa3MEIIEHHAS IPakIaHAMK B COLICETAX, MOKET ObITh HAWICHA 1
MCIOJIb30BaHA K€M YTOJIHO, B TOM YKCJIE, U BO BPE/.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B CONUAJBHBIX CETAX JIJIsI /IeTell H UX POouTeJIel
cJeayronue:

-IIpenycmoTpeTs i peGEHKA HAIMYKE Ha erO MepCOHATBHOM KOMITbIOTEPE «(DUIbTPOB»,
OJIOKMPYIOIINX MOCEIIeHNe CalTOB, COIepKaIIUX MPOTUBOIIPABHYIO MH(OPMAIIUIO, TPUIHHSIOIIYIO
Bpe/l IETCKOU MCUXUKe (OCOOEHHO aKTyaJIbHO TO KacaeMo MCKIII0UeHUs (DaKTOB paclpoCTpaHEeHUsI
TaK Ha3bIBAEMOW «MHTEPHET-TIE0MDIITIN» );

-Ponutensam HEoOX0OUMO perysipHO MOcenaTh CTPAHUIIB B COIMATIBHBIX CETSIX, MPUHAISKAIINUX UX
JeTsIM, UHTepeCOBaThCsl y peOEHKA, YeM OH yBJICUEH, C KeM OOIIaeTcsl M Ha Kakue TeMbl. B cirydae
oOHapy:KeHHsI HeOOBIYHOTO MOBe/IeHUs JeTel (MOCTOSTHHAS TPeBOra, CTpeMyieHue peOEHKA YIUTH OT
pasroBopa Ha TeMy ero oOIIeHUsT U HHTEPEeCOB B ceTH VIHTepHET) WM KaKux-JIMO0 yrpos,
BBHIMOTaTebCTBA TPETHUUM JIUIIAMU Yy peOEHKA KaKo-1100 nHpopMauu uim ¢GoTo-
BHIEOMATEPHAJIOB C €0 yJacTheM, HeOOXOAMMO He3aMeUIMTEIbHO 00paniaThCs K MCUXO0JIOTY U
(UM) B IPaBOOXpaHUTEIIbHBIE OPTaHbl;

-OrpaHIYMTh CIMCOK JIUI] CO CTATyCOM «APY3ei» B CONCeTsX. B «Ipy3bsix» He JTOJKHO OBITH
CJIyYalHbIX ¥ HE3HAKOMBIX JIIOCH;
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-3amumiarh CBOI0 YacTHYIO Xu3Hb. He ykasbIBaTh maposiu, TenedoHsl, aapec, 1aTy pokKAeHU U
ApYTyIo TMuHylo nH(popmaimo. HeoOXoquMo MOMHUTE, YTO 3JI0YMBIIUIEHHUKHA MOTYT UCIIOJIb30BaTh
naxe UH(POPMAIIHIO O TOM, KaK PeOEHOK WM POAWTENH TUIAHUPYIOT MPOBECTH KAHUKYJTHI;

-N36eratpb pasmenienus ¢pororpacduii B IHTepHeTE, Te eCTh M300pakeHUs YeJOBeKa Ha MECTHOCTH,
M0 KOTOPOU MOXHO OTPEJeSIUTh MECTOIOIOKEHHUE;

-IIpu perucrparuu B COIMAIBLHON CETH HEOOXOIUMO MCIIOIB30BaTh CJIOKHBIE MTAPOJIH, COCTOSIINE U3
MHOecTBa OYKB U 1P (C pyCCKON UM MHOCTPAHHOW PACKJIAJIKON);

-JIJ1s1 cONMasbHOW CETH, TIOUTHI U IPYTUX CAUTOB HEOOXOIMMO MCIOJIb30BaTh pa3Hble maposu. Toraa
€CJIM KHOepIPeCTYMHUKH B3JIOMAIOT KaKyI0-TUOO JIMYHYIO CTPAHMILY, TO OHU TIOJTy4aT JIOCTYIT TOJTBKO
K OJTHOMY MECTY, & He KO BCEM IePCOHAIbHBIM CTPaHUIIAM CpPa3y.

DJIeKTPOHHbIE IEHbI'M M NCIN0JIb30BaHNE JEKTPOHHBIX 0AHKOBCKHUX KapT

DIeKTPOHHBIE JICHbIM - OYEeHb YAOOHBIN CIIOCO0 TIIaTekel, OTHAKO CYIIECTBYIOT MOITICHHUKH,
KOTOpBIE MOTYT HaXXUThCsI HA HE3HAHUY I'PaK/aH JIeMEHTAPHBIX NTpaBul 6e3omacHOCTU. OCOOEHHO
3TO KacaeTcsl MpecTapesibiX Ipax/iaH, IeHCUOHEPOB.

OCHOBHBIE COBETHI 110 OE30IaCHON PaboTe C JEKTPOHHBIMU JICHbIAMH:

-Hukorna v HUKOMY HeJb3s1 COOOIATh MAH-KOJ OT COOCTBEHHBIX JICKTPOHHBIX OAaHKOBCKUX KapT.
[ToMHUTB, YTO BOMPOCH KOPPEKTHOCTU ACUCTBUSI OAHKOBCKON KapThl MOT'YT BECTUCh UCKTIOUUTEILHO
C Mpe/ICTAaBUTEISAMU OAHKA, BHITYCTUBIIETO B 000POT 3Ty KapTy. A ISl TOTO, YTOOBI yJOCTOBEPHUTHCH,
410 Oecesia MIeT UIMEHHO C TIPE/ICTABUTEIISIMU OaHKa, a He ¢ MOIIIEHHUKaMH, HeOOXOIUMO JIO0
Nepe3BaHMBATh B CIYKOY TOIJIEPKKHU TIO 3apaHee OroBOPEHHBIM TesiehOHaM, JIMOO HeTOCPEICTBEHHO
oOpaIlaThCs B ClieIMATM3UPOBAHHBIE OT/IE/IeHHs TOro OaHKa ((pMHAHCOBOTO yUpeXIeHus1), OT UMEHU
KOTOPOTO BblIaHa OaHKOBCKast Kapra. JItoOble npuxosiiye cooOIeHrst 0 OJJOKMPOBKE KapThl U
HEOOXO/IMMOCTH B CBSI3U C 9TUM BBECTH KaKOW-JIMOO KOJI, TAPOJib, ITMH-KOJI, BCET/IA TOJKHBI
BBI3BIBATh HACTOPOKEHHOCTD;

-IIpu BBeeHUM MUH-KO/Ia HA TEPMUHAJIE HEOOXOJMMO OOECTIEYHTh €ro Oe30IacHBIN BBOJI, CKPBIBAs
OT NIOCTOPOHHUX TJ1a3 Habupaemble UM PbI, CTAPaThCS CHUMATh JICHEeKHbIe CPeACTBA
HEMNOCPEeJCTBEHHO B IOMEIIeHMH O0aHKa, B MECTaXx, I71e YCTAHOBJIEHBI BUIEOKAMEPBI, UTO (IIpU
HEOOXOIMMOCTH) TIO3BOJIUT BITOCJIE/ICTBUH BHIATH Ha CJIE/T 3JI0YMBIIIICHHUKOB, HAOMIOABIINX 32
BaMU M COBEPIIAIOIIMX KaKue-T1u00 MPOTUBOINPABHbIE JEUCTBUS;

-Vcrionp30BaTh 0OJHOPA30BbIE MAPOJIU B TIeJIAX M30ekKaHUs KPaXu JAHHBIX WK TiepexBara
TUIaTEXHOTO MapoJis;

-Boi6upath cioxHbIi aposib. HajexHbie maposiv coiepxaT He MeHee 8 3HAKOB U BKJIIOYAIOT B ceOs
CTPOYHBIE ¥ TTPONUCHBIE OYKBBI, I(PHI U HECKOJIBKO CMMBOJIOB, TaKKe KaK 3HaK Jojuiapa, (pyHra,
BOCKJIMLIATEIbHBIN 3HAK U T.II.

-He BBOAUTH CBOM JIMUHBIE JaHHBIE HA MOAO3PUTEIIbHBIX HE IPOBEPEHHBIX CalTaX.

AHanornysele TpeOOBaHUS MOXKHO OTHECTU M K padoTe ¢ 3J1eKTPOHHOM MOYTOMH (3TO TEXHOJIOTUsA U
IIPEIOCTABIISIEMBIE €10 YCITYT! 110 NEPEChUIKE U MOTYUYEHHIO JIEKTPOHHBIX COOOIEHUI, KOTOPbIE
pacnpesieNsioTcs B KOMIBIOTEPHOW CETH; TOMUMO MepeJayuu MPOCTOro TeKCTa, UMEETCs
BO3MOKHOCTb IlepeaBaTh Mearadaiiibl). B yacTHOCTH, HE peKOMEHAYeTCs OTKPbIBATh (Paidjibl U
ApYIue BJIOKEHUS B MCbMaX, 1aXe €CJIM OHU MPUIIIA OT Apy3el. Jlydie 3ab61aroBpeMeHHO
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YTOUHUTD y HUX, OTHPABJISIN JIM OHU YKa3aHHbIE (pailiibl.

Pa6oTa ¢ MoOMIbHBIM TeaedoHoM (cMapTd oHOM)

CoBpemeHHbIe cMapT(hOHBI M TUIAHIIETH COIEPKAT BIOJIHE Pa3BUTHIN (DYHKIIMOHAT U MOTYT
KOHKYPUPOBATh CO CTAIIMOHAPHBIMY KoMITbIoTepaMu. CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl yke
MPAaKTUYECKU JTOTHAIM HACTOJIbHBIC aHAJIOTH, OJJHAKO paciiupeHre (PyHKIIMOHAA BJIEYET 32 COOO
OOJIBIIYIO CJIOKHOCTh M MEHBIIYIO 3alIMINEHHOCTD. [lajieko He BCe MPOU3BOAMTENN BHITYCKAIOT
OOHOBJICHHU S, 32K PHIBAIOIIHNE KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI O€30MACHOCTH TIPU TIOJIb30BHUM MOOWILHBIM Teie)OHOM:

-Huuro He sBisiercst mo-Hacrosimemy OecriatHbiM. Heo0Xommumo ObITh OCTOPOKHBIM, BElb KOTIa
npeyIaraloT OecrIaTHBIN KOHTEHT, B HeM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIE YCITYTH;
-Vcnonb3oBaTh aHTUBUPYCHBIE IPOTPAMMBI /111 MOOMJIbHBIX TeJIe(pOHOB;

-He 3arpyxath npuioxeHust OT HEM3BECTHOTO UCTOYHUKA, TAK KaK OHU MOTYT COJIepXKaTh
BPEOHOCHOE MPOrpaMMHOE 0OeCIIeUeHNE;

-Tlepuoguuecku MpoBepsITh, KaKKe TUIATHBIE YCIYTH aKTUBUPOBAHBI C TIPUBSI3KOM K TeJie(DOHHOMY
HOMEDY;

-TIIpepocTaBnATh TUYHBIA HOMEP MOOMIBHOTO TeJie(hOHA TOJIBKO JIIOIAM, KOTOPHIX 3HACIh K KOMY
JOBEpsielIb;

-Bluetooth nomkeH OBITh BHIKJIIOUEH, KOT/Ia UM HE TIOJIb3YeIIbCs.

«PUIIH» WIH KPaKa JUYHBIX JAHHBIX

C pa3BUTHEM UHTEPHET-TEXHOJIOTMI 37I0YMBIIUIEHHUKH, TIEPEMECTUBLINCH B VIHTEpHET, CO3a10T A1
rpask/iaH HOBYIO YTPO3Y: HHTEPHET-MOIIEHHUYECTBO («(DUIIIMHT> ), TIaBHAS 11eJ1b KOTOPOro - B
NOJTy4YeHUN KOH(UIEHIIMAIBHBIX JAHHBIX 110JIb30BATEJIEH - JIOTMHOB U MapoJiei.

OCHOBHBIE COBETHI 110 OOPHOE C «(PUITMHTOM

-Cniemuth 3a cBoMM akkayHToM. Ecii ecTh oio3peHust, 4To aHKeTa Oblla B3JIOMaHa, TO HEOOX0AMMO
3a0JI0KMPOBATh €€ M KAK MOKHO CKOpee COOOIIUTH 00 3TOM aIMUHUCTPATOPaM pecypca;
-Hcnonb3oBatk Oe30macHble BeO-CalThl, B TOM YMCIIE, UHTEPHET-Mara3uHOB M [TOUCKOBBIX CUCTEM;
-Vcrionp30Bath CIIOKHBIE U Pa3HbIE TAPOJIU;

-Ecnu B3nomainum JIm4Hyio mouTy, TO HEOOXOMMO NPeLyIpeIiTh 00 3TOM BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI B «JPY3bsIX», ¥ O BO3MOKHOI PAacChUIKE OT Balllero MMEHU CllamMa M CChUIOK Ha
«(pUILIMHTOBBIE» CAUTBI;

-YcranoButh HanexHbI Taposb (PIN) Ha MOOMIBHBIN TenedoH;

-OTKJIIOYUTH COXpaHEeHUe NapoJisi B Opaysepe;

-He otkpbiBath (hailiibl U Apyrve BIOXKEHUS B IMCbMAaX, 1aXe €CJIM OHU MPUILLIA OT APYy3eil Uin
3HaKOMbIX. Jlydllle yTOUHATh Y HUX JIMYHO, OTHPABJISUIM JIM OHU YKa3aHHbIE (Daiiibl.

BaxHO Takke MOMHUTh, YTO KOMMEHTApUu, pa3melieHue gororpaduil U Apyrue JeUcTBrs MOTYT He
MCUE3HYTb JIaXe TOCcJie TOro, Kak OyAayT yAajieHsl ¢ IMYHOU UHTEPHET-CTpaHullbl. HensBecTHO, KTO
yCIeJ COXpPAaHUTh 3TY UH(MOPMALMIO, oMaJIa JIM OHA B [IOMCKOBBIE CUCTEMBI M COXPAHUJIACh JI OHA, a
IJIABHOE: YTO MOTYT NOAYMAaTh OKpY:Kalolllee JI0AW, KOTOpble HAWAYT M YBUIAT Kakue-1moo
KOMIpoMeTHupyoliue ceeaeHusa. Hailtu nHgopMaiuio MHOTO JIET CIyCTsl CMOXET J0OO0M - Kak U3
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HO0OpbIX MOOYXKIEHUH, TAK U C HAMEPEHUEM ITPUYUHUTD Bpe/l.
Emé o kubepmMomeHHn4YecTBe:

«CKEMMHHI»

Ha Gankomarax na POS-TepMuHanax B TOProBbiX TOYKaX MOIIEHHUKU MOTYT YCTaAHABIMBATD
CrelMaIbHble YCTPOWCTBA, KOTOPhIE CUMTHIBAIOT JIaHHBIE ¢ OAHKOBCKHUX KapT. DTa MaxWHAIHS
CBsI3aHA U C MOCJIECAYOIIUM U3rOTOBJICHUEM MOIIIEHHUKAMHU J1yO0IMKaTOB OAaHKOBCKHUX KapT, KOTOPBHIE,
B KomIuiekTe ¢ PIN-Ko1oM, ITO3BOJISIIOT CHATH AEHLIM C Balllero cuera. [Jis 3aiuThl OT CKUMMMHTA
OaHKUPBI PEKOMEH/IYIOT UCIOJIb30BATh KAPTOUKH TOJBKO B T€X MECTaX, KOTOPbIE 3aCTYKUBAIOT
JIOBEPUS U OXPAHSIOTCSI.

Bupychl, padoTauue ¢ cucTeMaMi OH-JIaH-0 AaHKHHTa

Ha Bamr komnploTep orpeesieHHBIM 00pa30M MOMaaeT BpeIOHOCHOE MporpaMMHOe odecrieueHue. 1
KOI'/Ia BHI MBITAETECh 3aiTHU B CBOM aKKAYHT B IUIATEKHON CUCTEME, BBO/ISI OJJHOPA30BbIE MAPOJIN —
9Ta Mporpamma BbIIAaeT BaM COOOIIEHUE O SIKOOBI ycTapeBileM mnapoJe. Y Kaxapiil ciaeayommi Ko
TOXE OKa3bIBACTCSI AKOOBI «yCTapeBIIMM». [IJIs 3aIIUTHI 9KCIIEPTHI PEKOMEHAYIOT IIOCTOSIHHO
KOHTPOJIMPOBATh KAPTOUHBIN CUET, MOAKIIOYATh K HEMY CMC-OaHKUHT, HE OCTaBJISATh NEPCOHATIbHBIE
JaHHBIE O ce0e U CBOel KapTOUKe Ha MHTePHET-CalTaX, peryJisipHO OOHOBJISTh AHTUBUPYCHYIO
3alIUTy, 0COOEHHO ¢ (DYHKIIMEH Oe30MaCHBIX IUIATEXEH.

IIporpamma-BeIMOrareJib

Bupyc moxer 3anmgpoBath (hailyibl Ha BallieM KOMIbIOTEPe, 3a0JI0KMPOBaTh BAlll JOCTYII K HEMY,
W K JI0OO¥ OHJIAH-CHCTEME, B KOTOPOM BBI 3aperucTpupoBanbl. Ha sxkpaHe BbI Oynete BUAETD
TOJIbKO KapPTUHKY-OJIOKEP, ¥ TpeOOBAHUE 3aIIATUTD BBIKYII ISl TOTO, YTOOBI paciupoBaTh WK
Pa30JIOKMPOBATh CHCTEMY.

Hanpuwmep, takue:

«OrtnpaBbTe SMS Ha KOPOTKUI HOMEP»

«[lepeBenuTe neHBIM HA MOOMIIBHBIN CUET>

«PacraTurech OUTKOMHAMU (JIEKTPOHHBIMHU JIEHBIAMHM)»

YToOBI HE «IOAXBATUTb» BPEJOHOCHOE IIPOrpaMMHOE 0OeCIieYeHre TaKoro BUia, PEKOMEH/1yeTcsl
HUKOI'J]a HE «KJIMKaTh» O CChUIKAM Ha CailThl OaHKOB WM Ipyrux ¢puHopranusamid. Hago BBoauThb
ajipec BPyuHYyI0, MHa4e €CTh PUCK, YTO BBl MOXETE TIONACTh HA MOJJIEIbHYIO CTPAHUILy, KOTOpast
BBITJISIUT TOYHO TaK ke, KaK U OPUTHMHAJL.

Takum o06pazom, ipu padote B cetu VIHTEpHET BaxkHa, IPEX/IE BCETO, MTPELyCMOTPHUTEIBHOCTS,
KOHTPOJIb 32 OJIM3KUMHU JIOJbMU (AE€TbMHU, IIPECTapesIbiMU POACTBEHHUKAMU) U CAMOKOHTPOJIb.

18 Ageycma 2022 10:42

Aodpec cmpanuypi: https://kld.sledcom.ru/Pamyatka-po-kiberbezopasnosti
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